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Company profile:

ESSP is the Air Navigation Service Provider of EGNOS, the European satellite navigation system. For its mission ESSP is researching a:

SECURITY ENGINEER

Workplace: France - Toulouse

Required experience: 3 to 5 years

Contract: Permanent contract
Description:

In the frame of Information Security Management System (ISMS) deployment, security engineer will insure, in collaboration and under the responsibility of the Chief Information Security Officer (CISO), performing risk assessment, daily management of security, writing security procedures and managing security incident.

Her/he will also deal with “Labor Security” for an average of 20% of her/his time.

Responsibilities:

In collaboration and under the responsibility of the CISO, security engineer will perform:

· Security risk assessment studies and management of risk treatment plan
· Maintenance and continuous improvement of Information Security Management System.
· Daily management of « security » (security incident, security log analysis, documentation improvement…).
· support to operational team for security analysis 

· In closed collaboration with « IT team » in charge of ESSP IT infrastructure, security maintenance and evolution of ESSP IT systems

· Participate/elaborate to ESSP staff « security » awareness 

· To support in the instruction of the evolutions files in order to take into account the safety requirements
· maintenance and continuous improvement of « Labor security » documentations and procedures

· take preventives actions about occupational risks, follow up of actions and legal aspects 
· Update of the « Single Document » of risk assessment and follow up of the action plan
Profile :
· Good written and oral communication in French and English (skills in technical English)
· Master-2 or Engineer diploma in Information Security or Information technologies

· Good experience of security risk analysis with EBIOS (skilled/proficient) and MEHARI (knowledge) or others methods (CRAMM…) 
· Good knowledge about company IT network services: applications, tools, basic services as WWW/FTP/MAIL/ « Backup »/SSO/Network Directory
· Familiar with standard office automation software (MS office)

Without being strictly required, the following skills would be appreciated:
· Knowledge of Business Continuity Planning (BCP)
· Certified and/or trained and/or experienced with ISO 27k standards
· Knowledge of « Common Criteria »

· An experience in « Labor security »: Risks prevention plan, legal framework will be a strength appreciated.

The applicant shall demonstrate a good degree of autonomy in its daily work as well as a good communication skill.
Business trips for few days should be anticipated to Madrid (Spain – ESSP) and occasionally to distant operational sites. 

You can send your application (CV and cover letter) by e-mail, mentioning the job reference ESSP/SI/WS, to recrut@essp-sas.eu. 
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